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Noi1 dung

« Céc PP diéu khién truy cap (Access control)
— DAC.
— MAC.
— RBAC.




C6 3 kiéu diéu khién truy cap

* DAC (Discretionary Access Control)
— Cho biét chu thé nao co thé truy cap kiéu gi dén cac ddi
tuong CSDL.
— C6 nhiing nguyen tac dé 1 chu thé co thé tuy ¥ cip quyén
hay 13y lai quyén cho/ tir 1 chu thé khac.

« MAC (Mandatory Access Control)

— Dinh trudc cac nguyen tac dé chu thé (thudc 1 16p) truy cap
tryc tiép hodc gian tiép dén cac 16p dir licu.

« RBAC (Role-based Access Control
— Vaitro la 1 tap cac quyeén. Khong thuc hi¢n cip quyén cho
ting chu thé ma gan cho chu thé 1 vai tro, khi d6 chu thé s€
cé tat ca cac quyén thudc vai tro do.

« DAC




DAC

« Piéu khién truy cap nhiém vy 13 diéu khién viéc
truy cap cta chu thé vao ddi twong thong qua
dinh danh ctia chit thé va cac lut dinh trudc.

« Co ché nay duogc goi la nhiém ¥ 14 do nd cho
phép chu thé c6 thé cap quyén cho chi thé khac
truy cap cac d6i tuong clia no.

AC 6 cac HQT CSDL thuong mai

Tat ca cac HQT CSDL thuong mai déu cai dat
DAC.

Cac md hinh cp quyén theo co ché DAC hién tai
déu dua trén mo hinh System R.

System R: do Griffiths va Wade phat trién vao
1976, 13 mot trong nhitng mé hinh ra doi dau tién
cho h¢ quan tri co s& dir liéu quan he.

System R: dua trén nguyén 1y uy quyén quan trj
cho nguoi so hitu.




System R

Céc dbi tugng duge quan 1y trong mé hinh 13
table va view.

Céc phuong thurce truy cap (privilege) la select,
insert, update, delete, drop, index (chi cho
table), alter (chi cho table).

H6 tro 1am viéce trén group, khong hd tro role.
Dung cau 1énh GRANT dé cép quyeén, co tiy
chon GRANT OPTION.

System R

Su uy quyén dugc thé hién thong qua GRANT
OPTION, néu cap quyén cho 1 user bang cau
1énh c6 GRANT OPTION thi user d6 ngoai
viéc ¢6 thé thue hién quyén duoc cép, con co
thé cap quyén do6 cho céac user khac.

1 user ch1 c6 thé cip quyén trén 1 quan hé cho
trude néu user do6 1a nguoi $O hitu quan hé hoac

user d6 duoc nguoi khac cap quyén voi cau
1énh c6 tuy chon 1a GRANT OPTION.




Cau lénh GRANT

GRANT PrivilegelList| ALL[PRIVILEGES]
ON Relation | View

TO UserList | PUBLIC

[WITH GRANT OPTION]

« C6 thé cap quyén (privilege) trén table va view.

 Privilege ap dung trén ca table (hodc view).

« Péi véi quyén cap nhat (update privilege), can
phai chi dinh quyén nay ap dung trén cot nao.
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Cau lénh GRANT - Vidu

A: GRANT select, insert ON NHANVIEN TO B
WITH GRANT OPTION;

A: GRANT select ON NHANVIEN TO C
WITH GRANT OPTION;

B: GRANT select, insert ON NHANVIEN TO C;

« C cb quyén select (tir A va B) va quyén insert (tir B).
« Ccothé gép quyéq select cho cac user khac, nhung C
khong thé cap quyén insert.




Cau lénh GRANT

« Vi timg user, hé thong ghi nhan lai:
— A: tap hop cac quyén ma user s& hiru.

— B: tap hop cac quyén ma user ¢ thé uy quyén cho nguoi
khéc.

« Khi 1 user thi hanh cAu 1énh GRANT, hé thong s&
— Tim phan giao cta tip B véi tap quyén trong cau lénh.
— Néu phan giao 13 réng, thi cau 1énh khéng duoc thi hanh.

Cau lénh GRANT - Vidu

A: GRANT select, insert ON NHANVIEN
TO C WITH GRANT OPTION;

A: GRANT select ON NHANVIEN TO B
WITH GRANT OPTION;

A: GRANT insert ON NHANVIEN TO B;
C: GRANT update ON NHANVIEN TO D
WITH GRANT OPTION;

B: GRANT select, insert ON NHANVIEN
TO D;




Cau lénh GRANT - Vidu

« Trong vi du trén, hay cho biét:
— Cau 1énh nao duoc thuc thi hoan toan?
— Cau Iénh nao khong dugc thuc thi?
— Cau 1énh nao thuc thi mdt phﬁn?
TRA LOIL:
* 3 cau lénh dau tién thyc thi hoan toan vi A 1a nguoi sé hitu table.
» Cau Iénh thtr 4 khong thyc thi vi C khong c6 quyén update trén table.

* Cau lénh thtr 5 thyc thi mot phan B c6 quyén select, insert nhung B
khong c6 grant option cho quyén insert nén D chi nhan dugc quyén
select.

Cau lénh Revoke

REVOKE PrivilegeList]|
ALL[PRIVILEGES]

ON Relation | View

FROM UserList | PUBLIC

Cau 1énh nay dung dé thu héi quyén da cap.
User chi c6 thé thu hdi quyén ma user da cap.
User khong thé chi thu hoi grant option

Mot ngu’m chi co the bi thu h01 quyén truy Xuat p khi
tat ca nhitng nguoi cap quyén p cho ho déu thu hoi
quyén p lai.




Cau lénh Revoke — Vi du

GRANT select ON NHANVIEN TO C WITH
GRANT OPTION;

GRANT select ON NHANVIEN TO B WITH
GRANT OPTION;

GRANT insert ON NHANVIEN TO D;
GRANT select ON NHANVIEN TO D;
REVOKE select ON NHANVIEN FROM D;

>

QB O

+ Sau cau Iénh nay thi D van co quyen select trén bang
NHANVIEN vi B van chua thu hdi quyén select cua D.

Cau lénh Revoke

e Thu héi quyén dé quy (recursive revocation)
khi nguoi dung A thu hoi quyén truy xuat trén
bang ctia mot ngudi B thi tat ca cac quyen ma B
da gan cho ngudi khac déu bi thu hoi.




Thu hoi quyén dé quy

Thu hoi quyén dé quy

» S€ pha Vo quyen truy xuat ma déi tugng bi thu
hoéi quyén da cap.

e Thuc té khi 1 user A thay déi cong viéc hay vi
tri thi chi rnuon lay lai quyén truy xuat cia A
ma khong mudn lay lai cac quyén truy xuat ma
A da cap.




Thu hoi quyén dé quy

« Thu hdi quyén dé quy trong System R dua vao
nhan thoi gian mdi 1an cip quyén truy xuit cho
nguoi dung.

« Mot bién thé cua cach tiép can nay 1a khong dua
vao nhan thoi gian, muc dich la dé tranh thu hoi
quyén day chuyén.

« Khi d6, néu C bi B thu h6i quyén va C lai ¢6 quyén
tuong duong do ngudi khac cip (mic du sau do)
thi quyén ma C cap cho nguoi khac van dugc gitr.

Mot bién thé cua thu hoi quyén dé quy
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Thu hoi quyén khong diy chuyén
(Noncascading revoke)

* Khi A thu hoi quyen truy xuat trén B thi tat ca
quyén truy xuat ma B da cap cho chil thé khac
duoc thay bang A da cip cho nhiing chu thé
nay.

21

Thu hoi quyén khong diy chuyén

Chu y:

* Bai vi B duge cip quyén truy Xudt trén 601 tuong tur
nh1eu chu thé (khac A), nén khong phal tat ca cac
quyén ma B cép déu thay bang A cap. Va A dugc xem
1a ngudi cap thay cho B khi B sir dyng quyén A da
cap cho minh cap cho nhu’ng chu thé khac

* A s€languoi cap cac quyén ma B di cip sau khi nhan
quyén do tir A ¢6 chi dinh WITH GRANT OPTION.
V6i nhiing quyen B da duoc cap boi C % A, dén luot B
cap cho nguoi khac thi B van 14 ngudi cip cac quyén
nay.
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Thu hoi quyén khong diy chuyén
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Thu hoi quyén khong diy chuyén

 Luu }’/ rang V(’)’i quyén ma H cap cho L, sau khi
thu hoi quyen khong du:oc thay [ nhu 1a ngu’m
cap Vl quyén nay dugc cap trude khi I cap
quyén cho H.
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View va su phan quyén dua trén no1 dung

* Trong caic RDBMS, view la mét co ché thu’cmg
duoc dung dé hd tro viée diéu khién truy cap
dva trén ndi dung

* Dung cac vi tr (predicate) dé gidi han ndi dung
dir liéu can cap quyén.

* Chi nhung bd cua quan h¢ thoa mén vi tur duge
xem la cac doi twong dé cip quyén.
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View va su phan quyén dua trén ndi dung

* Viéc diéu khién truy cap dua trén ndi dung
trong cac RDBMS duogc thuc hién nhu sau:
— Pinh nghia 1 view dung cac vi tir c}é chon ra cac
dong dir li¢u mudn cap cho chu thé S.
— Cép cho S cac quyén trén view.
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View va su phan quyén dua trén
noi dung

* Vi du: gia sir ta muén cip quyén cho user B
truy cap chi nhitng nhan vién c6 luong it hon
20000:

— CREATE VIEW V_NHANVIEN AS

SELECT * FROM NHANVIEN
WHERE LUONG < 20000;

- GRANT Select ON V_NHANVIEN TO B;

28
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Cac budc xur Iy truy van

Parsing
Catalog lookup
Authorization checking

View Composition
— Truy van trén view s& duoc chuyén thanh truy van trén bang co so théng
qua budc nay.
— Két qua s€ dya trén vi tlr cua cau truy vén va vi tir dinh nghia nén view.
B: SELECT * FROM V_NHANVIEN
WHERE CONGVIEC = ‘Lap trinh vien’;

Cau truy van sau budc view composition:
SELECT * FROM NHANVIEN
WHERE LUONG < 20000 AND
CONGVIEC = ‘Lap trinh vien’;

Query optimization
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Nhan xét

Vi viée kiém tra quyén dugc thuc hién trudc bude view
composition nén quyén dugc kiém tra s€ dua trén view chur
khong dya trén cac bang co s dung dé dinh nghia view.

View hitu ich khi cap, quyén, trén cac cot — chi can tao view gom
cac cOt ma ta muon cap quyen.

View con htru ich trong viéc cap quyén trén dir liéu thong ké
(dit liéu sinh ra tir cac ham AVG, SUM, ...)

Chu thé truy cap cé thé cap quyén truy xuat hay thu hoi trén
view tuong tu nhu trén bang dir li¢u.

Nguoi dung mudn tao View thi phai c6 quyén Select trén bang
dir lidu.

Néu nguoi tao View bi thu hoi quyén (hay cap quyen) trén bang
thi ciing bi thu hdi quyén(hay cap quyén ) trén View, va thu hoi
nhitng nguoi dung khac dugce nguoi nay cap quyen.
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View va cap quyén dua trén ndi dung

» Nguoi tao view: view definer.
« Quyén ma view definer co trén view phy thudc vao:
— Ngir nghia ciia view hay cac quan hé co s¢ dung dé tao nén view.
— Quyén ma view definer c¢6 trén cac bang co so.
« Quyén alter va index khong thé ap dung cho view, nén view
definer khong bao gid ¢6 quyén nay trén view.
A: CREATE VIEW V1 (MANV, TONGTIEN)
AS SELECT MANV, LUONG+THUONG
FROM NHANVIEN WHERE CONGVIEC = ‘Lap trinh vien’

Thao téac update khong dugc dinh nghia trén truong TONGTIEN cua view
nén A s€ khong thé c6 quyén update trén field nay.
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Phan quyén trén view

« B¢ xdc dinh quyén ma view definer co trén
view, h¢ thong phai:
— Tim giao tap quyén ma view definer c6 trén cac
quan h¢ co so véi tap quyén tng vdi cac thao tac co
thé thuc hién trén view.

32
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Quyén trén view — vi du

« Xet quan h¢ NHANVIEN va gia st A 1a nguoi
tao nén quan h¢ NHANVIEN

A: GRANT Select, Insert, Update ON NHANVIEN
to D;

D: CREATE VIEW V1 AS SELECT MANV, LUONG
FROM NHANVIEN;

D: CREATE VIEW V2 (MANV, LUONG_NAM) AS
SELECT MANV, LUONG*12 FROM NHANVIEN;

« D co thé thyc hién tat ca cac quyén trén V1 nhu 1a cac
quyén ma D c6 trén quan h¢ NHANVIEN, do 1a
Select, Insert, Update.

* Tuy nhién, D chi ¢6 thé thuc hién trén V2 quyén Select
va Update trén cit MANV.
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Quyén trén view — vi du

« Hoan toan c6 thé cip quyén trén view.

— Quyén ma user c6 thé cdp 1a nhitng quyén ma user
co with grant option trén cac quan hé co sé.

— Vi du: user D khong thé cap bat ctr quyén gi trén
view V1 va view V2 ma D da dinh nghia vi D
khong dugc chi dinh with grant option khi D dugc
cap quyen.

34
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Quyén trén view — vi du

» Xét cac cau lénh sau:

— A: GRANT Select ON NHANVIEN TO D WITH GRANT
OPTION;
— A: GRANT Update, Insert ON NHANVIEN TO D;

— D: CREATE VIEW V4 AS SELECT MANV, LUONG FROM
NHANVIEN;

Quyén cta D trén V4 s la:
- Select with Grant Option;
- Update, Insert without Grant Option;
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DAC — Quyén khang dinh & Phu dinh

« System R va hau hét cic HQT dung chinh sach dong.
— Vi chinh sach d6ng, thiéu quyén truy xuat déng nghia véi viéc khong
c6 quyén truy xuat.
« Khi chu thé truy Xuat dén 1 d6i tuong dir li¢u, HT klem tra
trong danh sach quyen ma chu thé duoc truy xuit, néu khong co
thi truy xuét bi tir chéi.

— Han ché: Viéc thiéu quyen truy xuat khéng ngan cdm cha thé s& nhan
quyén nay tir chi thé khac

— Vi du: X khong duge quyen truy xut trén dbi tugng o, nhung trong
tmong hop hé thong st dung chinh sach phan chia quyen quan tri thi chu
thé c6 quyén cap quyén truy Xuét trén 0 v tinh cap quyen cho x.

« Nguoi ta da dua ra quyén phi dinh dé giai quyét van dé rang
budc nay.

36
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DAC — Quyén khang dinh & Phu dinh

« Quyén khang dinh: danh sach quyén truy xuét dugc str
dung.

« Quyén phu dinh: danh sach quyén truy xuat khong
duoc st dung.

* Tuy nhién str dung Quyén khang dinh va Quyén phu
dinh thi gay nén xung dot.

Vidu: A c6 quyén WRITE trén bang NHANVIEN.
A khong dugc READ trén PHONGBAN.

A khong dugc WRITE trén thude tinh LUONG cua
NHANVIEN.

« Thudng ngudi ta giai quyét xung dot bang cach uu tién
quyén phu dinh.
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DAC — Quyén khang dinh & Phu dinh

« Quyén phu dinh duoc thyc hién nhu 13 chian quyén.

« Khi cha thé bi gan quyén phu dinh trén ddi tugng thi
quyén khang dinh trén ddi trong ma ho c6 trudc d6 bi
chan lai.

« Néu sau nay chu thé duoc rat quyén phi dinh thi ho co
thé str dung lai quyén khang dinh ctia minh trudc do.

— Uu diém:
* Thir nhat néu vo tinh gan quyén phu dinh cho nguoi dung thi co the
thu hoi lai.
* Thr hai 1a c6 the chan quyén truy cap cua chu thé trong mdt thoi

gian bing cach gan quyén phu dinh va sau d6 thu hdi lai.

38
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Cau lénh DENY

 DENY {ALL [PRIVILEGES] | permission|,...n]}
{ [(column],...n])] ON { table | view} |

ON {table | view} [( column],...n])] |
{procedure | extended procedure} }

TO security account
Vi du:
DENY SELECT, INSERT, UPDATE
ON NHANVIEN
TOA,B

39

Thu hdi quyén di cip hodic quyén di cam

(Revoking Granted and Denied Permissions)

* Dung cau lénh REVOKE:

— Ta c6 thé thu hoi lai quyén khing dinh (quyén da cap
dung lénh GRANT)

— Ta c6 thé thu hoi lai quyén phi dinh (quyén di cAm
dung cau Iénh DENY)

« Cau lénh REVOKE gidng 1énh DENY ¢ chd khong
cho thyc hién diéu gi do.

« Cau lénh REVOKE khac 1énh DENY & chd REVOKE
s& thu lai quyén di cip, con DENY s& cam mot chu thé
(hodc 1 vai tro) thuc hién mot quyén gi d6 trong twong
lai.

40
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REVOKE

« REVOKE { ALL | statement [ ,...n | }
FROM security account [ ,...n |

VD:

REVOKE CREATE TABLE, CREATE
DEFAULT FROM Mary, John
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DAC - Rang budc ngir canh

Thuec té, nguoi dung chi duge phép truy cap dir liéu
trong 1 khoang thot gian nhat dinh .

Can phai c6 mot co ché ho trg viéc truy xuat trong
khoang thoi gian cho trudc.

— Vi du: co ché chi cho phép nhimng ngudi 1am viéc ban thoj
gian chi dugc phép truy cap dir li¢u vao khoang tir 9am dén
Ipm tr ngay 1/1/98.

Trong hau hét cac h¢ quan tri co s¢ dir liu chinh sach
nay thuong trién khai & chuong trinh ing dung.

— Han ché: khi x4c nhén va thay d6i chinh sach diéu khién truy
cap, khong bao ddm rang chinh sach nay thyc thi.

Mo hinh diéu khién truy cap dua vao thoi gian dugce dé
xuat dé giai quyét van dé nay.

42

21



DAC - Rang budc ngir canh

* Thoi gian hiéu lyc:

— MBJi quyén truy xuit déu co khoang thoi gian hiéu luc.

— Khi hét thoi gian higu luc thi quyén truy xuat tu dong bi thu hoi ma khong
can nguoi quan tri thu hoi.

* Chu ky str dung quyén truy xuat:

— Quyeén truy xuat theo chu ky c6 thé 1a quyén khang dinh hay quyén phi
dinh. Néu trong cuing mdt khoang thoi gian ma nguoi dung vira cé quyén
khéang dinh vira c6 quyén phu dinh trén cung mét doi tugng va cung phuong
thire truy cép thi vu tién cho quyén phu dinh.

* Co ché suy dien dua vao quy tac suy dién

— Quy tic suy dién biéu thi rang budc ctia cic quyen truy xuét theo thdi gian.

— Quy tac cho phép suy ra quyén truy xudt méi dua su ton tai hay khong ton
tai cia quyén truy xuat khac trong khoang thoi gian xac dinh.

— Bang cach sir dung quy tac suy dién da dap tmg duoc yéu cau bao vé dir
liéu mdt cach ngédn gon va rd rang.

— Vi du: Néu hai nguoi dung 1am chung mét du an thi phai cung quyén truy
xuat trén cac doi tugng.
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DAC - Rang budc ngir canh

« Quyén truy xudt duoc dinh nghia 1a mot bo gom 5
thudc tinh auth = (s, 0o, m, pn, g).
Trong do:
—  s(chu thé), g (nguoi gan) U (danh sach nguoi ding).
— m € M (phuong thurc truy cap).
—  0eO(dbi tugng).
—  pn e {+, -}(quyén khing dinh, quyén phu dinh).
e Vidu:
(B,ol, read, +, C) : C gan quyén cho B c6 thé read d6i tugng ol.
(B, o1, write, -, C) : C khong cho phép B duoc quyén write trén
doi tugng ol.

44
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DAC - Rang budc ngir canh

Quyén truy xuét theo chu ky 13 bd ba ([begin,end], P, auth).

Trong do:

- begin 14 ngay bét dau.

- end la ngay két thic va 16n hon ngay bat dau hay c6 thé 1a .
- P la biéu thie chu ky.

- auth 1a quyén truy xuét.

«  Quyén truy xuat theo chu ky thé hién quyen truy xudt c6 hi¢u
lyc trong chu ky P v6i ngay su dung quyén 16n hon hay bang t,
(ngdy bat dau) va nho hon hay bang t, (ngay két thuc).

Vidu?2: Al= ([1/1/94 ], Mondays, (A ol, read, +, B)) quyen truy
Xudt nay duoc B gan, thé hién A ¢6 quyen read trén d6i tuong
ol vao cac ngay thir hai bat dau tir ngay 1/1/94.

45

DAC - Rang budc ngir canh

« Khi sir dung quyén phu dinh thi c6 thé din dén hién
tuong xung dot .
* Vidu:

— Gia sir rang ¢6 thém quyén truy xudt A2 = ([1/ 1/95, ],
Working-days, (A, ol, read, -, B)) dugc gan cung voi quyén
truy xuat Al= ([1/1/94 ], Mondays, (A, o1, read, +, B)).

— Luc nay bat dau tir ngay 1/1/95 thi A ytra c6 quyén phu dinh
vira ¢6 quyén khang dinh trén cuing doi tugng ol va cung
phuong thirc read.

— Hién tugng xung dot dugc gidi quyéet bang cach uu tién
quyén phu dinh.

— Do d6 trong khodng thoi gian [1/1/94, 12/31/94 ] thi A van
c6 quyén read trén doi tuong ol vao ngay thir hai, tuy nhién
tu ngay 1/1/95 thi A khong dugc quyén read trén doi tuong
nay vao cac ngay lam viéc ke ca thir hai.
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DAC - Rang budc ngir canh

+ Quy tic suy dién dugc dinh nghia 1 bo ba ([begin, end], P, A <OP> A )
Trong do:
—  begin 1 ngay bét dau.
—  end la ngay két thic va 16n hon ngay bit dau hay co thé 1a .
— P labiéu thuc chu ky,
—  Alaquyén truy xuét.
— A labiéu thirc Bool ctia cac quyén truy xuét.
- OP 1a mdt trong cac toan tt WHENEVER, ASLONGAS, UPON.
+ Ngit nghia clia timg toan tir trong quy tic suy dién:
([begin, end], P, A WHENEVER A ) : quyén truy xuat A c6 hiéu luc vao thoi
diémt e chuky P vat e [ t,, t.] khi A c6 hi¢u lyc.
e Vidu:
Al =([1/1/95,1/1/96], Working-days, (M, ol, read, B))
R1=([1/1/95,], Summer-time, (S, ol, read, +, Bob) WHENEVER (M, ol, read, +, B)).
S chi dugc read trén d6i tuong ol vao thoi diém mua hé, tir ngay 1/1/95 khi
M dugc read trén dbi tuong nay.

47

DAC - Nhan xét

« Uu diém:
— DAC linh dong trong chinh sach nén dugc hau hét cac
HQT CSDL tng dung.
« Khuyét diém:
— Khéng thé diéuqkhién fiqu dong théng tin (information
flow control) dé co6 thé chong lai tan cong dang Trojan
Horse.

48
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« RBAC (Role based Access Control)
— Hau hét cac HQT CSDL déu hé trg RBAC.

— RBAC c6 thé dung két hop véi DAC hodc MAC
hodc dugc dung doc 1ap.

— Pa s6 cac HQT CSDL chi hd trg RBAC don gian
(flat RBAC).

49

Vai tro va nhom

* Muc co ban, vai tro co6 thé dugc xem tuong duwong nhu
nhom.

— Mot dic quyén co thé duoc gan cho mot hay nhiéu nhém
hodc mot hay nhi€u vai tro, va mot nhom hay vai tro thi
duogc két hop voi mét hay nhiéu dac quyen.

— Vigc gan mot nguoi dung cho mdt nhom hay mét vai tro cho
phép nguoi dung thuc thi nhitng déc quyén ciia nhém hay
vai tro do.

— Diém khac nhau chinh giita nhém va vai trd d6 1a nhém thi
coi nhu déc trung mot tdp hgp nguoi dung va khong la tap
hop quyen han. Mgt vai tro thi mot mat la tap hop nguoi
dung va mot mat la tdp hop quyén han. Vai tro la doi tugng
trung gian dé mang hai tap hop nay lai voi nhau.
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RBAC

Puoc ap dung vao dau nhitng nim 1970s.

Khai niém chinh cua RBAC 1a nhiing quyén han dugc lién két voi nhitng vai
tro.

Khi s6 lugng chu thé va ddi tugng 16n > s6 lwong quyén han co thé tré nén vo
cung 16n.

Néu ngudi dung c6 nhu cau cao, sO lugng cap va thu hdi quyén dien ra thuong
xuyén.

V61 RBAC thi c6 the gidi han trude cadc moi quan hé vai tro — quyen han, lam
cho viéc phan cong nguoi dung dén cac vai tro dugce xac dinh trude deé dang
hon.

Khong c6 RBAC sé& khé khin cho viée x4c dinh quyén han nao dugc quy dinh
dén nguoi dung nao.

Nhitng nguoi dung dugc chi dinh nhiing vai tro thich hgp. Diéu nay lam don
gian cho viéc quan 1i quyén han.

Trong mét to chirc, nhitng chirc nang cong viéc khac nhau dugce phan thanh
nhiing vai tro va ngudi dung dugc chi dinh vai tro dya vao trach nhiém va nang
Iwc cua ho.
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RBAC — Cac mo hinh

« M5 hinh RBAC gdém 4 m6 hinh: RBACO , RBAC1 , RBAC2,
RBAC3.
— RBACO la nén tang.
— RBACI thém vao khai niém ké thira ctia hé thdng phan cép vai tro. Vai trd ¢6 thé
ke thira quyén han tur vai tro khac.
— RBAC2 thém vao céc rang budc.
— RBAC3 la téng hop ctia 3 mé hinh.

RBAC;

RBAC, RBAC;

RBAC,
() M&i quan hé gitra céc md hinh RBAC
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RBAC — Cac mo hinh

« M5 hinh nén tang RBACO thi ¢ dudi cung, n6 1a yéu
cau to1 thiéu cho bat ky hé thong nao c¢6 ho tro RBAC.

* M6 hinh RBACI1 , RBAC2 dugc phat trién tir mo hinh
RBACO nhung c6 thém cac diém dac trung cho ting
mo hinh.

— RBACI thém vao khai niém ctia hé thong phan cap vai tro
(céc trang thai trong do vai tro c6 thé thira ké quyéen han tu
vai tro khac).

— RBAC?2 thém vao cac rang budc (ap dung rang budc dé co
thé thtra nhan cau hinh cta cac thanh phan khac nhau cua
RBAC). RBACI1 , RBAC2 khong lién quan nhau.

* RBAC3 la m6 hinh tong hgp ctia ba m6 hinh RBACO ,
RBACI1 va RBAC2.
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Vidu
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Vidu

e i
¥ ¥ ¥
GRANT INSERT & S GRANT DELETE
GRANT UPDATE & @/
A A

GRANT SELECT

Role A Role B
can INSERT can
and UPDATE DELETE
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[ DENY INSERT
S DENY UPDATE
= DENY DELETE
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Y

>
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Account

Role A

Role B,
rmember of
role A

User A,
rmermber of
role B

Role A

Account

Role B,
rmermber of
role A

User A,
member of
role B

Role A

Role B,
rmermber of
role &

User &,
rmermber of
role B

Permission
assigned

GRAMT SELECT

GRAMT INSERT

DEMNYT INSERT

DEMYT SELECT

Permission
assigned

GRAMT SELECT

SRAMT INSERT

GRAMT SELECT

REWOKE
SELECT

GRANT INSERT

Vidu

Result

Mermbers of role & have SELECT permission
Mermbers of role B have SELECT permissions (because
role B is a member of role A) and INSERT permission

Uzer A has SELECT permission because itis a
rmember of role A. User & does not have INSERT
permission because INSERT has been denied to this
user

Mermbers of role &4 do not have SELECT permission

Result

Members of role B do not have SELECT permission
because role B is a member of role A, which denies
the SELECT permission

User & has INSERT permission anly

Members of role & have SELECT permission

Members of role B have SELECT permission because
they still get it from role &

User & has SELECT permissions (because the user is
a member of role B) and INSERT permissions
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MAC

« MAC (Mandatory Access Control)
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MAC

. Diﬁu khién,truy xgét dua trén su phan 16p chu
thé truy xuat va doi tuong dir li€u.

« MAC duoc dung trong méi trudng can tinh chat
an ninh cao: nhu chinh phu, quan doi, ...

« MAC dugc ORACLE cai dat.
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MAC

DPoi tuong dir liéu (Object): tables, views, tuples.

Chu thé truy cap (Subject): users, user programs.

Security class (or level, or labels)

— Top Secret (TS), Secret (S), Confidential (C), Unclassified
(U), where TS>S>C>U

M3i chu thé va mdi dbi tuong duoc Xép vao mot class.

— No read — up: Chu thé S ¢6 thé Poc db6i tugng O néu Class(S)
>= (Class(O).

— No write — down: Chu thé S ¢6 thé Ghi dbi tugng O néu
class(S) <= Class (O).

* Tuy nhién, thuc té cac hé thél}g khong cho phép write up, ma chi cho
phép write cing mtrc. Hay kiém tra diéu nay trén Oracle?
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MAC

Subjects Objects

~writes
writes

writes
writes

|| @)

speal
speal

L]
(@)
Information flow

speal
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MAC — Nhan xét

Nguyén 1y vé don vi dit liéu cia d6i tugng bao mat.
— Latoan bd CSDL, hay tap tin, & cac thudc tinh hay tung
item.

Khong c6 ky thuat ty dong cho viéc gan nhan bao
mat.
Nhiéu nguoi cung truy cap tai mot thoi diém.

— Vi ap dung chinh sach dong thong tin nén nhitng nguoi co
murc bdo mat cao hon bi han ché ghi xuéng cac hang muc
dir liéu c6 su phan loai thap hon. Vi du c6 chu thé s1 va s2
c6 nhan(s1)>nhan(s2), muc dir liéu d véi nhan(d) =
nhan(s2), va luat thuong mai cho rang dé ghi dir liéu lén d
cua s2 can sy chap thuan cua s1. Piéu nay thi khong thich
hop cho cac ing dung thuwong mai cua cong ngh¢ CSDL
MLS.
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MAC

« MAC con duoc goi 1a diéu khién truy cap da
cap (Multilevel security — MLS), tmg dung trén
CSDL quan h¢, c6 CSDL quan hé da cap
(Multilevel Relational Model - MLR).

« Hé thong quan 1y dir liéu dap tng cac thudc tinh
cua viéc bao mat da cép duoc thiét ké dua trén
mo6 hinh nén tang 1a Bell va LaPadula.
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MLR

e Trong mo hinh dir li¢u da cép, nhitng muc dit licu
va chu thé c6 16p truy cép riéng ciia chiing (hay
cac muc), vi du TS(Top Secret), S(Secret),
U(Unclassified) v.v... gdm sy phan loai va su
cho phép str dung thong tin bi mat(clearance).

e Chu thé khi truy cap bi giéi han boi nhitng diéu
khién truy cap bat budc, 1 “no read up, no write
down”, theo mo hinh cua Bell va LaPadula.
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MLR

* Mot quan h¢ da cap dugc md ta boi hai thanh phan:
* R(A1,CL,...., An,Cn, TC) trong dé:
— Ai la mét thudc tinh trong mién Di.
— Ci 1a mét thudc tinh phan loai cho Ai; mién cua nd 1a mot tap hop cua
16p truy cdp ma cé thé duoc két hop voi gia tri cuia Ai.
— TC l1a thudc tinh phan loai ctia bg. (TC=TUPLE-CLASS), 1a 16p truy
cap lon nhat trong cac ci.

* Thudc tinh phan loai khong chép nhan gia tri rong.

Name Crame Dept# CDept# Salary CDept# TC

A Low Deptl Low 100K Low Low
B High Dept2 High 200K High High
S Low Deptl Low 150K High High
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MLR

— Thé hién quan hé tai 16p ¢ chira tit ca dit liéu ma chu thé tai 16p ¢ thdy dugc. Do d6, n6 chira tt
ca dir liéu ma céac 16p truy cap < c.
— Tt ca cac phan tir v6i 16p truy cdp cao hon c, hodc khong thé so sanh dugc thi dwoc che gidu boi

gia trj rdng.
Name Crame Dept# Coepes Salary Chept TC
Bob Low Deptl Low 100K Low Low
Sam Low Deptl Low null Low Low
Low instance
Name Crame Dept# Chept Salary Chept TC
Bob Low Deptl Low 100K Low Low
Ann High Dept2 High 200K High High
Sam Low Deptl Low 150K High High

High iﬁglstance

MLR

* Cac diéu kién bat budc:
— Quan hé da cip phai thoa man cac diéu kién sau:

* Véi mbi bo trong mot quan hé da cép, cac thudc tinh cua khoa chinh
phai c6 cung 16p truy cép.

« V6i mdi bo trong mot quan hé da cép, 16p truy cap két hop v6i mot
thudc tinh khong phai la khoa phai 16n hon hodc bang 16p truy cép
cua khoéa chinh.

— Cac khoa va da thé hién:

« Trong md hinh quan hé chuan, mdi bo dugc xac dinh duy nhat boi
khoa cua né.

+ Khi két hop véi 16p truy cap, c6 thé co dong thoi cac bo voi gia tri
nhu nhau tai cac thugc tinh khéa nhung véi sy phan loai khac nhau,
hién tuong nay duoc goi la da thé hién.
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MLR

— Pa thé hién:
« Pa thé hién xay ra theo hai trang thai sau:

— Pa thé hién vé hinh: Khi mot nguoi sir dung & mirc thip chén dir
liéu vao mot field ma da chira dir lidu tai mirc cao hon hay mirc
khong thé so sanh dugc.

— Da thé hién hitu hinh: Khi mot nguoi sir dung & mirc cao chén
dir liéu vao mot field ma da chira dir liéu tai mirc thap hon.

Name Cuame Dept# Chepes Salary Chepes TC

A Low Deptl Low 100K Low Low
B High Dept2 High 200K High High
S Low Deptl Low 150K High High
B Low Deptl Low 100K Low Low

Céc bo khoa 1a “B” 1a da thé hién
67

MLR
Pa thé hién v hinh:

— Gia str mdt ngudi str dung ¢ muc thap yéu cau chén mot bd voi
khoa chinh giéng nhau tai mot bd ton tai & mac cao hon; DBMS
c6 ba lya chon:

1. Thong bao cho nguoi dfmg ring mot bo voi khoa chinh giéng nhau da ton tai &
mirc bao mat cao va tir choi chén vao.

2. Thay thé bo tdn tai & mirc cao hon v&i bd méi duge chén & mirc thip hon.

3. Chén bd méi ¢ mire thip hon ma khong thay ddi bo ton tai & muc cao hon (tirc 1a
thuc thé da thé hién).

. Chon 2) cho phép ngqéyi sir dung & muc thép ghi dé dit liéu ma anh ta khong nhin
thay va vi vay lam mat di tinh toan ven.

*  Chon 3) 1a mot lya chon hop ly; vi tam quan trong cua no6 1a gidi thi¢u mot thuc
thé da thé hi¢n.

68

34



MLR

* Da thé hién hiru hinh:

— Gid su mdt ngudi su dung & muc cao yéu cAu chén mot bd
v6i khoéa chinh giong nhau tai mot b ton tai & muc thap
hon; DBMS c¢6 ba lva chon:

1. Théng bao cho ngudi sir dung rang mot bd voi khoa chinh ton tai
giong nhau va tir choi chén vao.

2. Thay thé bo ton tai & mirc thap hon véi bd méi duge chén ¢ mirce
cao hon.

3. Chén bo mdi & mirc cao hon ma khong thay dd1 bo ton tai & mirc
thap hon (tc 1a thuc thé da thé hién).

e Chon 3) 1a mot lya chon hop 1y; vi tam quan trong
cua né la gioi thi¢u mot thuc thé da thé hién.
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MLR

« Gom 5 rang budc:
— Entity integrity (tinh toan ven thyc thé)
— Polyintantiation integrity (tinh toan ven da thé hién),
— Data-borrow integrity (tinh toan ven dt li¢u-mugn),
— Foreign key integrity (tinh toan ven khoa ngoai)
— Referential integrity (tinh toan ven quan h¢)

* Va5 cau I¢énh (insert, delete, select, update,
UPLEVEL) thao tac trén quan h¢ da cap.

Tham khdo: Ravi Sandhu, Fang Chen, The multilevel Relational (MLR) data Model, ACM, 1998.
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« Hét chuong 3.
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